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Abstract: Communication energy is the primary cause of power consumption for WSNs. All of the
encryption protocols suggested for WSNs in the literature are designed to reduce security-related
communication overheads in several ways to save communication resources. Therefore; all
emerging energy-efficient protocols affect security resistance factors. However, maintaining
communications security in WSNs is also critical. another challenge is the fact that WSNs suffer
from limited bandwidth, memory, and computing capacities. They work in an unattended way in
hostile conditions. An energy-efficient link-layer security framework is therefore necessitated. This
paper proposes an energy-efficient link-layer security protocol called Encapsulate Sec. In addition
to saving power consumption, Encapsulate Sec offers all security utilities. Encapsulate Sec provides
node authentication, message integrity check, replay protection, and message semantic security at
the reduced expense by minimizing overhead communication in the data packet and implementing
only symmetric security algorithms. It also masks both the header fields and the MAC, making it
more difficult to eavesdrop the wireless communication traffic. It also reduces the impact of
message spoofing and replays attacks and MAC cryptoanalysis.
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1. Introduction

Data security and energy-conscious connectivity are core aspects of the design of the new
security layer connexion architecture for wireless sensor networks. Sensor networks rely on wireless
connectivity, which is by nature a transmitted medium and is more susceptible to security threats
than its wired counterpart [1] due to a lack of a physical boundary. In the wireless domain, anyone
with an acceptable transceiver will listen to, intercept, insert, and even modify the data transmitted.
Protection facilities in wireless sensor networks are also desperately required to minimize the
amount of damage and ensure efficient access control and confidentiality of information. However,
WSNs are severally energy-constrained since many sensor networks are designed to operate
unattended for a long time, and recharging or repairing batteries may be unsuccessful or impossible.
Optimizing sensor nodes with minimal node capacities and the application-specific design of the
networks, Security procedures have traditionally not been considered. This leaves WSNs under
network security attacks, which could use even more battery power and reduce the lifetime of
WSNss[2]. In the worst case, an opponent could be able to undetectably control certain sensor nodes,
compromise the cryptographic keys, and reprogram the sensor nodes. Ensuring connectivity
security in Wireless Sensor Networks ( WSNs) is also critical; both because of the criticality of the
resources in the sensor nodes and because of their pervasive and widespread distribution, with
differing characteristics and degrees of security required [3].
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Also, WSNss use data-centric multi-hop communication that, in essence, allows security support
to be established at the connexion layer (increase the cost of security-related operations) rather than
at the application layer, as in general networks. An energy-efficient link-layer security framework is
therefore required.

There are several link-layer security architectures available that offer some combinations of
security attributes desired by different WSN applications. Examples of WSN applications include
tracking of environmental conditions (fluid, water level, temperature, stress, stress, strain, etc.),
industrial automation in hostile settings, tracking of the activities of living beings in forests,
sanctuaries, workplaces, classrooms, banks, etc., surveillance in war zones, enemy camps and a host
of others [4][5]. Irrespective of the applications on which WSNs are implemented, the protection of
the network nodes themselves and the data obtained and disseminated by them is of primary
concern [6][7]. An energy-efficient link-layer security protocol (Encapsulate Sec) is proposed in this
paper. Reach node authentication, message integrity checks, replay protection, block ciphers, and
block cipher modes for semantic message security. The architecture proposed is aimed to offer the
optimal level of security at the minimal overhead, thus saving the precious resources in the WSNs.

The rest of the paper is organized as follows. In Section 2, the literature review is presented. In
Section 3, the motivation for Link Layer Security Protocols in Sensor Networks is produced. In
Section 4, our proposed protocol is discussed in detail. Security analysis is explained in section 5.
conclusions are discussed in Section 6.

2. Related Work

A various number of encryption protocols have been proposed for WSNs in the literature. The
most widely recognized are SNEP[8], WSNSec[9], FlexiSec[10], TinySec[11], SenSec[12], Minisec[13],
LLSP[14], and Zigbee[15]. Considering the limited packet size of WSNs (37 bytes on average,
including headers and preamble). Since the TinyOS packet without encryption fields. Therefore; its
frame format is considered the reference packet that is used to compute the security overhead due to
the additional fields required to achieve the security services on each packet. Since the TinyOS
packet has no security fields. Therefore, its frame format is considered to be the reference packet
used to calculate the overhead security due to the additional fields required to provide security
services for each packet. The figurel shows the frame format of TinyOS. It is seen that the total
header size for the TinyOS frame is just 13 bytes.

6-bytes 2-bytes | 1-bytes | 1-bytes | 1-bytes | 0-29-bytes | 2-bytes

Preamble || Des AM Len Grp Payload | CRC

Figure 1. TinyOS frame

Figure 1 displays specifics of the additional packet size overhead in the headers related to the
security services for these protocols in comparison to the TinyOS packet. Since MACs can detect
transmission modification during the communication channel in transferred data, SNEP, WSNSec,
FlexiSec, TinySec, SenSec, Minisec, LLSP, and Zigbee are used to detect transmission errors instead
of CRC. Another security service is the assurance that the received data is fresh. The freshness
counter is used to avoid intruders to repeat old messages. WSNSec, TinySec, Minisec, and Zigbee are
used the freshness counter to detect such attacks. However, these security services add additional
overhead contact with each packet. The other security services are given in Table 1.

Table 1. Header size comparison (Bytes)
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In our proposed protocol, we incorporate the advantages of these protocols by adding all
security services, however; it's energy-efficient and time-efficient.

3. The Motivation for Link-Layer Security Protocols in WSN

In conventional networks, security services such as message confidentiality, integrity, and
authenticity are usually achieved by an end-to-end security mechanism; intermediate devices like
routers need only to access the headers of the messages and it is neither necessary nor desirable for
them to have view the contents of messages. In wireless sensor networks, the scenario is different;
the topology of the WSNs can vary from a simple star network to an advanced multi-hop wireless
mesh network. The propagation technique between the hops of the network can be routing or
flooding. The traffic mode (type) is usually many-to-one in sensor networks, sensor nodes sense and
gather data from their environment and exchange information through wireless connections to a
sink node sometimes referred to as a Base Station. However, the communication of the sensed data
causes high power consumption, and as a result, the lifetime of the sensor nodes, and consequently
the WSN lifespan is limited. Whereas, processing data locally within the sensor node consumes
much less than its communication. Thus, it is possible to reduce the power consumption of the
sensor nodes by reducing the number and the size of the communicated data and duplicate
elimination. This reduction of communicated data extends the network lifetime and is possible if the
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sensor nodes” data are aggregated instead of being sent directly to the sink (the base station in
WSNs). the contents of messages have to be accessed, modified, and suppressed by the intermediate
nodes, it can’t be used end-to-end security mechanisms between sensor nodes and the sink (the base
station in WSNs) to achieve the security services: confidentiality, integrity, and authenticity of the
exchanged messages. If message integrity isn’t checked at each hop and kept to be checked only at
the final destination node, an injected message may route many nodes in the network and consume
power and bandwidth before detected at the final destination. Injected messages can be detected by
link-layer security architecture once they reach to the first neighbor node in the network. Therefore,
we aim to design a link-layer protocol to perform the security services; the confidentiality, integrity,
and authenticity of messages between neighboring nodes with minimum packet size.

4. Proposed Protocol Description

In many protocols, the MAC field is sent completely in the packet which leads to an increase the
packet size (power consumption) such as Zigbee protocol [15]. However the Encapsulate-Sec has a
small frame size because it merges both MAC and header fields to form Masked Header field. This
will result in hiding the header fields and MAC and it does not affect the basic security services. The
Encapsulate-Sec protocol adds security-related fields, such as the source address, the freshness
counter, and the MAC to the packet header and trailer. Like most of the related protocols. As shown
in Figure 2a, the header of the Encapsulate-Sec frame consists of the full security fields, such as the
Source address two bytes Src, two bytes Destination address Des, two bytes freshness counter,
one-byte Active Message AM, and the Length Len fields. The trailer consists of an eight-byte MAC
field.

6-bytes 2-bytes | 2-bytes | 1-bytes | 1-bytes | 2-bytes | 0-29-bytes | 8-bytes

Preamble | Des Src AM Len Ctr Payload MAC

(a) The Encapsulate-Sec complete frame before the encapsulation process

6-bytes 8-bytes 0-29-bytes

Preamble Masked Header Payload

(b) The Encapsulate-Sec complete frame after the encapsulation process

Figure 2. The Encapsulate-Sec frame format

The Encapsulate-Sec protocol can be described with Equations given below. Where Hi is the
header of the packet, Tiis the trailer of the packet, Mi is the payload, MHi is the masked header, Ci is
the freshness counter, KeyAUTH is the authentication key, and KeyENCR is the encryption key.

To start the Encapsulate-Sec protocol, node authentication-and encryption keys have to be
exchanged in advance. Communicating parties are assumed to have already exchanged those keys
using any key management protocol for WSNs. First, encrypt the message using the encryption
(session) key = E Key(gner) (Mi)

We concatenate the destination address (Des), source address (Scr), Active Message (AM),
Length field (Len), and the freshness counter to perform the header (Hi).

Hi = Des: Scr: AM: Len:Ci
(1)

The MAC is computed by running a hashing function. The hash function has two inputs the
authentication secret key Key,yry, and the message Mi. Here, we apply the hash function with the
secret authentication key on the encrypted message Egey,,, (Mi) to perform the trailer of the

packet (MAC).
Ti = MACKE}’(AUTH) [EKE}’(Encr) (Ml)]
(2)
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On the sender side, the computed MAC is XORed with the header of the message H; instead
of appending to the message as a separate field as the nature of all other link layer protocols. An
8-byte Masked Header MHi is produced for the current message Mi.

MHi = Ti © Hi
(3)
Node A sends the masked header concatenated with the encrypted message to node B.
A - B MHi :
Ekeygmery (Mi) (Packet format)

Figure 1b shows the frame format of the Encapsulate-Sec protocol. It consists of the preamble,
Masked Header, and Payload. Figure 3 shows the frame format generation of the Encapsulate-Sec
protocol at the sender side.

Packet
Format
o
Kevsessi oy
o
o
p B
E
= I E
=
Y n
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Algorit _ Hea g
o
A 4 b4
M l :f »| Masked Header

Figure 3. The frame format generation of the Encapsulate-Sec protocol

At the receiver side, once a packet is received at the destination, the MAC is generated and
verified. If a match is achieved, the sender's address is looked up in the cache. If a fresh count is
found, the packet is accepted, decrypts the payload using the session key, and stored, and then the
freshness counter value has been updated. If the sender address is not found in the cache the
authentication algorithm must be run to decide whether the packet is authentic. If so, the packet is
accepted, a new entry is added for it in the cache, and the authentication is set for the sender.
Otherwise, the packet is dropped. Figure 4 shows the Encapsulate-Sec protocol on both
(transmitter/receiver) sides.

There are three main reasons for the packet “early dropped”; first, the received packet may be
directed to another node. Second, it may have a bit of error due to transmission. Finally, it may be a
false packet released by a malicious node. In Encapsulate-Sec protocol, if the receiver node receives a
lost packet directed to another node, it first computes the hash and checks the destination address
field, then it compares the destination address by its hold address. If they are not equal, it stops the
receiving process and drops the packet immediately without complete receiving the rest of the
packet.
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Figure 4. The Encapsulate-Sec protocol on both (transmitter/receiver) sides

Masking the header of the message with the MAC makes it confidential; as a result, it will be
more difficult to trace the flow of wireless communication. To get the header information, an
adversary needs to get the authentication key K_Auth to re-compute the MAC and then XOR it with
the masked header MHi to resolve the original header (Hi). Figure 5 shows a flow chart of the
behavior of the Encapsulate-sec protocol on the receiver side.

5. Security Analysis

Confidentiality is achieved by encrypting the data with a secret key that is only known by the
intended receivers. Semantic security ensures that the adversary cannot learn anything about the
plaintext from the ciphertext. This is usually achieved by using block cipher modes of operation that
support semantic security [16][17]. The E-GOST [18] encryption algorithm is chosen for
Encapsulate-Sec. Enhanced Version of GOST Algorithm (E-GOST) algorithm is proposed to be easily
implemented in both software and hardware E-GOST has been designed to be a general-purpose
algorithm and to handle most of the limitations and constraints associated with other algorithms
such as key size, speed, complexity, software and hardware implementations. E-GOST has been
designed to mitigate some of the previous work limitations and constraints such as key size, block
size, speed, lookup tables, S-boxes, P-boxes, complexity, software, and hardware implementations.
The main purpose of designing a new encryption algorithm is to be efficiently utilized in wireless
networks. Also, E-GOST has rigid features against different cryptanalysis techniques in addition to
its simplicity which is the used s-boxes that can be implemented in a bit-slice manner. This feature is
very important to the encryption in wireless networks, especially Wireless Sensor Networks
(WSNSs), to avoid the side-channel attack. Encapsulate-Sec protocol provides semantic security by
running the E-GOST algorithm using Cipher block chaining (CBC) mode.

As Figure 4 shows, the encryption of the next block will require an XOR operation of the
precomputed output with the message without running the E-GOST algorithm.
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Figure 6. (a) Encryption with CBC mode of operation, (b) Decryption with CBC mode of operation
The same procedure applies to the decryption process. The initial vector used to initialize the
CBC mode is defined as:

IV = MAC(Kgner): MAC(K gyrh)

5.1. Data Authentication and Integrity

Data integrity helps the receiver to ensure that the received data is not altered by an adversary
during transmission. Data authentication allows verifying that the data is sent by the claimed
sender. In Encapsulate-Sec protocol, these properties are achieved by computing a message
authentication code using the secret authentication key KAUTH that is only known by the sender
and the receiver. When the receiver verifies the correctness of the MAC of the received message it
ensures that the message was sent by the claimed sender who has the authentication key KAUTH,
and it was not altered during transmission. As shown in Table 4.2, most of the protocols use an
encryption algorithm with cipher block chaining CBC-MAC to produce the MAC. This method does
not require implementing a separate MAC algorithm.

5.2 Data Freshness and Replay Protection
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Data freshness is used to prevent the adversary from playing old messages. This is achieved by
ensuring that the sent data is recent through the maintenance of a freshness counter on both sides of
the communication. The counter-based algorithm for replay protection is shown below.

Algorithm 1

1. Boolean

FreshnessCheck (CounterReceived, NodelID)

2. {

3. id = o;

4. for id = 1 to lastValidId

5. {

6. if (id == NodelID)

7. {

8. if (CounterReceived <=
LastCount [NodeID])

9. return false;

10. else

11. {

12. LastCount [NodeID]=CounterReceived;

13. return true;

14. }

15. }

16. }

17.}

6. Conclusion

An energy-efficient link layer protocol called Encapsulate-Sec is produced as a compact rigid
protocol for WSN. Encapsulate-Sec provides the same security services that Zigbee provides and
achieving the well-balanced trade-off between performance and security. Encapsulate-Sec smartly
minimizes the packet size besides hiding the packet header and trailer which provide immunity
against eavesdropper to flow the wireless communication. Our proposed protocol is evaluated and
compared with other related protocols in terms of a lifetime which enhances the network lifetime,
end-to-end delay, throughput ratio, and energy consumption compared to Zigbee.
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